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1. Introduction

This guide isfor users who are uploading major operational or security incident reports
to the Central Bank of Ireland via the Central Bank of Ireland Portal (the ‘Portal’). The
document will outline the process for Excel file uploads as well as the Finalising and
Sign-Off of reports.

Entities must use the reporting template provided on the Central Bank of
Ireland’s website, found in the ‘Major Incident Reporting’ section. Older
versions of the template cannot be used. The structure and formatting of
the template must not be altered.

The reports require a sign-off from an authorised second user. It is the
responsibility of the Firm Administrator/Prudential Return contact, to
manage user access to the reports referred to in this guide.

For users not familiar with the Portal system, information about the Portal

and related guidance documents are available on the Central Bank website at

this address:

Screenshots and accompanying text will describe scenarios when the file upload has
been both successful and unsuccessful. The information contained in this document
applies for all Payment Service Providers (PSPs).
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2. Incident Reportsscreen

To submit a major operational or security incident report (‘major incident report’), the

Bank of Ireland Page 4

user will log-on to the Portal system with their user details and should navigate to the

‘Returns’ section:

is na hEireann

Home
Institution Details
My Institution Profile
Pending Actions:
Portal Administration
Returns
View / Edit Returns.
Manage Notifications

Minimum Reserve Deposit
Requirements

Help &

Payment Services

Name

Article 36 Denial of Service

Article 68 Denial of Service

Debt Management Firm

E-Money Institution Accounts

E-Money Institution Supplementary

Major operational or security incident report

Operational and Security Risks Reporting

Payment Institutions Supplementary

Payment Institutions Supplementary (Bi-Annual)

Code

PYB

CBI00050001 International Small Companies Equity Fund

Description

Notification of refusal or withdrawal of access to payment account services - Article 36

Notication of denial of access to payment accounts to providers of account information

services or payment initiation services - Article 68
Debt ManagementFirm

E-Money Institution Accounts

E-Money Institution Supplementary

Details of a major operational or security incident.

Detail of the Operational and Security Risks at the reporting institution

Payment Institutions Supplementary

Payment Institutions Supplementary (Bi-Annual)

Select ‘Major operational or security incident report’:

ar Returns v

Major operational or security incident report OIR

Select ‘View / Edit Returns’:

Home

Institution Details

My Institution Profile

Pending Actions

Fitness and Probity

Messages

Request Change

Portal Administration

Details of a major operational or security incident.

CBI00050001 International Small Companies Equity Fund

Hame > Return Types

Major operational or security incident report

Return Type Options

]

View / Edit Returns

Input or load data to the system, or view the data previously entered

This page displays the options

security incident repart refum

] for the ‘Major operational or

for your institution

You can enter data or view
previously entered data by
clicking on the View/Edit
Returns' button.

Back to “Contents”




Guide to submitting PSD2 Major incident reports on the Central Bank of Ireland Portal Central Bank of Ireland Page 5

3. Initial incident report

This report is required to be submitted to the Central Bank when a major operational
or security incident is first detected and categorised as major?.

3.1 Create new instance
This screen will show a record of any/all previous incidents that have been reported to
date for your firm. For a new incident, the user will need to create a new instance to
capture the new report.

To create a new instance for an incident, click on ‘Add Return’:

Burx Ceantals na Afrans
Central Punk of dreland

Mgy cqmr sinnsd or seca Py wesdord coge
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- ast | | e Tha page shows a8 e Maje
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v Protaty T S TOPT S0 etired by pous
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e 3 ' . . e o c whch need % b Complated

Ragunt Charge et 1145 a0 sckrimed by Bhe Canten

Dark

H you need 1o make & change
19 8 previowsdy sbeimed
retarn. contact the Central
Bank 8 oot e et

’

View / L2 Returma i

Marirnan Rieser ve Dagani)

The following screen will appear:

ais na hfireann
of Ireland

CBIO0050001 International Small Companies Equity Fund

Home » Return Types

Institution Details

Major operational or security incident report Returns »  Add

Add Return Instance

My Institution Profile Add Return Instance
Pending Actions.
¢ Reporting Date T ™nm To create a new (unscheduled)
return for this institution, enter
Fitness and Probity the required details and click
L e — e Add buton

Messages

Select today’s date as the
‘Reporting Date’ and
Request Change tomorrow’s date as the
"Submission Due Date'

Portal Administration

View / Edit Returns

For ‘Reporting Date’, add the date for when the incident was categorised as ‘major’.

1In accordance with Article 96 of Directive (EU) 2015/2366.
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In the ‘Submission Due Date’ field, add any future date. This will not have any impact
on the reporting, but it is a feature of the Portal system that a due date is entered.

In this example, an Initial incident report is being raised for 6t September 2023.

CBIO0050001 International Small Companies Equity Fund

Add Return Instance A Pt e

Ripaatire) Dt D&-Sap-21T8 B creade a ravw (unchasdiied )

e oy L At B Tt P
e requred detsh and dich
heh Ak beian

 atale

Click on ‘Add’. This will create the instance for the reporting date you entered.

Slect bodiiy ' dat i e
Rupeintieg Dt aoad
Wit i il i B
Teabimwh b bk Tas

If you go back to the Returns screen, you will see this instance is now added.

3.2 Upload Initial incident report

Click on instance date:

Remams

Ths page shoun o the Mager
apeatenal o scuty Incident
ST redrms erdered By your
rashtcn

Thare 00 GMMINGG Ivtane
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wnlocksd
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Click into the Incident Report
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The Load Incident Report File screen will appear. Under the Report Type, select ‘Initial
report’:

nais na hEireann
Bank of Ireland

CBI00050001 International Small Companies Equity Fund

Home Home > Return Types

Institution Details

Major operational or security incident report Returns »  06-Sep-2023 »  Incident Report »  Add Section File

My Institution Profile section file upload

Load Incident Report File

Pending Actions

On this page, you can load a
file containing Incident Report’
Fitness and Probity data

Report Type [initial report ~|

Messages

Incident Number ‘ v‘

Request Change

Portal Administration

Returns Select a file and click 'Upload [ Choose File |No file chosen

to upload it to the server

View / Edit Returns

The file name must take one of the following format(s):

Minimum Reserve Deposit

HEpR S An excel document format ( xlsx) document named GCCCCCC_YYYYMMDD_PSDING where CCCCCCC is your
institution Code, YYYYMMDD is he reporting date.
Help & OR
AN excel document format () document named CCCCCCC_YYYYMMDD_PSDING where CCCCCCC is your Major Operational or Security

Incident guide

institution Code, YYYYMMDD is the reporting date Submit a Request

Please note the following:
1) The file must be named according to the naming convention above before being_uploaded.
2) The file name is case sensitive.

Under the ‘Incident Number’ field, the system will automatically generate a new
number for an Initial report e.g. C50001_PSDINC_4. This is also used to generate the
unique incident reference code for each incident, comprised of the 2-digit ISO country
code (‘IE’" for lIreland), the Institution Number and the Incident Number e.g.
IE_C50001_PSDINC_4. See guidance note on the website for further details.
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Once the correct Report Type has been chosen and the Incident Number has been
created, hit the ‘Choose File’ button to select the Excel file template, and once located
choose the ‘Open’ option at the bottom of this screen. When the file is attached, click

on ‘Upload’.
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In order for the Excel files to be submitted, they must follow a defined naming
convention. Filenames must conform to the following naming convention:

‘CCCCCCC_YYYYMMDD_PSDINC.xIsx’ or ‘CCCCCCC_YYYYMMDD_PSDINC.xIs’

Where

1. CCCCCC is the institution code (The 6/7 institution digit code used for logging into
the Portal).

For Credit Unions, they will need to use their CU registration number (XXXCU) instead

of the institution code.

2.YYYYMMDD is the return reporting date (not submission date) e.g. ‘20230906’ for
6th September 2023.

3. PSDINC is the report name for incident reports on the Portal system.

1. The file extension can be either .xlsx or .xIs

If the file name does not conform to the naming convention outlined above, then an
error message will appear informing the user of the error. The file will not be
accepted.
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Example of invalid file name upload:
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Load Incident Report File
0 i B, v 088 baad 8
e contsining Tmodent
data
gt Typs el g -
I tgrd o CH0R1_PSDaNG_L -

Salect o fle madd click Upland” | o Fil | Ko B chass
1 uplcad f |2 B s
L L i F iy M
Fib foarme 2SO0 IOBGH PO w0 drir Audd B el T b i

e B g gl Rk i il P Blbirmbsig Mwema |

#a wcw dooument formad | i) Socumen aemed COCCCOC_ YWY WMRDD PRCNG whans COOCC0T o

P . T UG i Pl SN

A Mor Dot e
in e oot Borma! | s8] docurnant ramaed DOCCOCC_ YV YVRMALD_PSONNT whes DOCOOCC o poor  ~— 7 — )
PGS Coae TYYTAVMDD 8§ Feh MEOTAT Ge

Freant nost T heiowng
i Tha Pim e ba rird Bocerdeng f Bo rameng corrvarison sbo [ioln B vosaded
1 The B rie b Lk BT

Once the file has been uploaded and accepted, go back to the ‘Returns’ screen.

The user can now see the file name has changed based on the file uploaded. Once a
valid report has been uploaded, the process of Finalising the return can then
commence.

mais na hEireann
f 1

CBI00050001 International Small Companies Equity Fund

Home > Return Types

Institution Details

Major operational or security incident report Returns »  06-Sep-2023 - C50001_PSDING_4 | Incident Report ) SecfionFiles

My Institution Profile View Section Files

'Incident Report’ Files
This page shows all the "Major

Fendnections o Jocmentiensner | Lestueacaon | Last ot o o
s Document Identifier Last Updated By | Last Updated operational or security incident
-- repert’ Files that your institution has

|caunu1,|=sumc,,4 ‘ Sarah Brophy ‘ :‘féﬁz‘;'zm |j|| x ‘ uploaded for the Incident Report

Cancel Add File

Fitness and Probity |

Messages
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3.3 Finalise the report

When the uploaded file has been selected, click the ‘Finalise’ button.

CBIO0050001 International Small Companies Equity Fund

Major apen aioral o wecury nckdent ropont Retame »
Sechons
Major operational or security Incident report , 06.Sep-2023 « Sections
P L Voeered et Vandatesd Oy Law mcewd he Napr openstional of

MUty ICRent Tegar 1

Vs o an B - .1 a £ o Ouidnd e vod
@ Complete sach sacton mat
has 1) yina PATASGA 220

setend P 1o 15 e Comtral
Baa

is na h€ireann
of Ireland

CBIO0050001 International Small Companies Equity Fund

Home » Return Types

Institution Details

Major operational or security incident report Refurns p  06-Sep-2023 - C50001_PSDINC._4 | Finalise Retum

My Institution Profile Finalise Return Instance

Major operational or security incident report, 06-Sep-2023 has been finalised

Pending Actions i
This page shows the results of
Tris Retum i3 Finaiised - f must now be ‘Signes-OfF 0 b suomiti=d i the Gental Sanlc Use e bagk button f0 navigate to e previus pag Finalising a Return. The retum

Fitness and Probity “ will only be finalised if it has
passed all cross form rule

checks.

lessages

Request Change

3.4 Sign-off the report

The report is now ready for sign-off. Note: the person that signs-off the return must
be a different user to the one who Finalised the Return. When the return is signed-
off, you will no longer be able to make changes to the report.

The user within the firm who signs-off returns will log in with their credentials and only
this person will be able to access the Sign-Off functionality.

Navigate to the report through the ‘View / Edit’ data function outlined at the start of
this document.

Once the file to be signed-off is selected, it will bring you to the following screen:

Back to “Contents”
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CBIO0050001 International Small Companies Equity Fund

Press the ‘Sign-Off’ button.

If you do not have access to sign-off, the following message will appear:

“fou cannot "Sign-Off this Retum as you were the last

person to update it. You will need to get someone else

with werification aceess to log in to the systemn to Sign-
Off the Return.

OK

The Declaration box must be ticked:

Back to “Contents”
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Biga o Bt Insisace
Sign-0ft Return
‘The Retwrn Is ready to be signed-off,
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Tick the checkbox to signify acceptance and click ‘Sign-off Return’

CBI00050001 International Small Companies Equity Fund

Home Home > Return Types

Institution Details

Major operational or security incident report Returns p  06-Sep-2023 - C50001_PSDINC 4 | 3

My Institution Profile Sign-Off Return Sign Off Return Instance

Pending Actions

The Return is ready to be signed-off.

Fitness and Probity

=TS The Major operational or security incident report return must be ‘signed-off fo complete ihe process of submitting data to the Ceniral Bank|
After you sign-aff the return, it will be locked’ and you will na longer be abie to make changes (UNIess the returm is subsequently uniocked
Request Change by the Central Bank for revision)

Flease note that where a return is unlocked, it will only be possible to edit the file attached to the return. It will not be possible to edit the
report type (i.e. initial report, intermediate report, final report) or the incident ID

Returns

Declaration
View / Edit Returns To signify your acceptance of this statement, tick the box below.
Minimum Reserve Deposit | declare that the information
. which has been entered for the
Requirements Once you have verified the correctness of the data to your satisfaction, click the "Sign- Major operational or security
Off Return’ bution below fo incident report return is complete
Help 3 sign-off the retum and submit the data to the Central Bank. This will complete the i"ﬂ C‘Wé?ﬂ tothe best of my
nowledge:

process of submitting the return (for this period). )
Major Operational or Security,

Legal Information Accessibility

When the return has been signed-off the following confirmation will be displayed:

Back to “Contents”
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Ceannais na hfireann
k of Ireland

CBI00050001 International Small Companies Equity Fund

Home » Return Types

Institution Details

Major operational or security incident report Returns » 06-Sep-2023 - C50001_PSDINC 4 | SignOff Return

My Institution Profile Sign-OT‘f Return Sign Off Return Instance

Pending Actions

The return has been successfully signed-off
Fitness and Probity

M You have successfully 'signed-off the Major operational or security incident report return — it has now been submitted to the Central Bank.
This Refurn is ‘locked’, and can't be changed until it is unlocked for revision by the Central Bank
Rarkell e Please note that where a return is unlocked, it will only be possible to edit ihe file aitached fo the return. It will not be possible to edit the
report type (Le. initial report, intermediate report, final raport) or the incident 1D

Portal Administration Use the back button to navigate to the previous page.

Returns L= ]

View/ Edit Returns

Minimum Reserve Deposit
Reguirements

Help ¢

Major Operational or Security,
Incident guide
Submit 3 Request

Legal Information  Accessibility

The report has now been locked and cannot be changed.

4. Intermediate incident report

Intermediate reports should contain a more detailed description of the incident and its
consequences. Please refer to the FAQs and guidance note on PSD2, available on the
Central Bank website, for further guidance.

4.1 Create new instance

The process is similar to that of the ‘Initial report’ outlined above.
Navigate to the ‘Operational and security incident report’ screen (Returns screen).

Click on ‘View / Edit Returns’. The user will need to create a new instance to capture
this report.

Note that it cannot have the same reporting date as the Initial report.

Back to “Contents”
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Note that you cannot have multiple reports for the same reporting date.

Entities must use the reporting template provided on the Central Bank of

Ireland’s website. The structure and formatting of the template must not be

altered.

To create a new instance for the incident, click on ‘Add Return’:

Recurme
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In the Reporting Date field, enter the relevant date for the Intermediate report. As
mentioned above, you cannot have multiple reports for the same reporting date. The
Intermediate reports must have a different reporting date to that of the reporting date
for the Initial report.

In the Submission Due Date field, add any future date. This will not have any impact
on the reporting, but it is a feature of the Portal system that a due date is entered.

Click on Add. This will create the instance for the reporting date you entered. If you
go back to the Reports screen, you will see this is now added.
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4.2 Upload Intermediate incident report

Click on the Reporting Date instance created above.

Click in to the incident and select ‘Add File’:

CBI0OD050001 International Small Companies Equity Fund

Vew Seosos i

‘Incident Report” Files

Thid g b 8 b g

oo o o ecurd coeed
- reperT Vb Tl vour PaSbulion has
— woitsiied e P Fodert Roort

The Load Incident Report File screen will appear.

Under the Report type, select ‘Intermediate Report’.

is na hireann
of Ireland

CBI00050001 International Small Companies Equity Fund

Home Home > Return Types

Institution Details

Major operational or security incident report Refums »  07-Sep-2023 » Incident Report p Add Section File

My Institution Profile section file upload

Load Incident Report File

Pending Actions
On this page, you can load a

file containing 'Incident Report’
Fitness and Probity data

Report Type: [ <<report type=> v

Messages e
Incident Number Initial report

ProrE
Last Intermediate report

Final report

Portal Administration

Returns Select a file and click 'Upload' | Choose File | No file chosen

to upload it to the server.

View / Edit Returns

Minimum Reserve Deposit
Requirements

Help &

The file name must take one of the following format(s):
An excel document format ( xIsx) document named CCCCCCC_YYYYMMDD_PSDINC where CCCCCCC is your
institution Code, YYYYMMDD is the reporiing date.

OR

An excel document format (.xis) document named CCCCCCC_YYYYMMDD_PSDINC where CCCCCCC is your
institution Code, YYYYMMDD is the reporting date

Major Operational or Security
Incident guide

Submit a Request

Please note the following:
1) The file must be named according to the naming convention above before being uploaded.
2) The file name is case sensitive.

Under the Incident Number field, the drop down list will contain a record of previously
raised incidents. The incident number that was created for the Initial report, should be
listed. For example, the initial incident report outlined earlier in this document, is
incident number 4 (C50001_PSDINC 4).

Therefore, select this number from the dropdown list:

Back to “Contents”
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Once the correct Report Type and Incident Number have been selected, hit the
‘Choose File’ button to locate the relevant Excel file, and choose ‘Open’ at the bottom
of the screen.

Remember to use the correct naming convention as outlined in section 3.2 above.

Once thefile is attached, click on ‘Upload’. The following screen appears:

ais na hfireann
¥ k of Ireland

CBI00050001 International Small Companies Equity Fund

Home » Return Types

Institution Details

Major operational or security incident report Retuns »  06-Sep-2023 - C50001_PSDINC_4 | Incident Report » SectionFiles

My Institution Profile

. . View Section Files
'Incident Report' Files
T This page shows all the ‘Major
SRS ACens e Jbocmemienerestvpseany | Lsupae || S
05-Sep-2023 uploaded for the Incident Report
Fitness and Probity ‘ ‘ ©50001_PSDING_4 Sarah Brophy ‘ (1538) ‘ m ‘ X | p P
o

Messages

When the file has been uploaded and accepted, go back to the ‘Returns’ screen.

The status of the file should now be ‘Valid’. The process of Finalising the return can
now commence.
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CBI00050001 International Small Companies Equity Fund
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The next stepisto Finalise the report. Please refer to section 3.3 above for information
on how to Finalise.

OnceFinalised, the next stepis to Sign-off the report. Please refer to section 3.4 above
for information on how to Sign-off.

4.3 Last Intermediate report

EBA guidance is that in most cases a last Intermediate report is no longer necessary. In
cases where an incident is not resolved within three working days or where there are
significant changes since the previous report, PSPs should submit an updated
Intermediate report.

Finalising and Sign-Off is required, as outlined in the previous section.

5. Final incident report

A Final incident report is required to be submitted when the root cause analysis has
taken place and there are actual figures available to replace any estimates.

5.1 Create new instance
The process is similar to that of the reports outlined above.
Navigate to the ‘Operational and security incident report’ option (Returns screen).

Click on ‘View / Edit Returns’. The user will need to create a new instance to capture
this report.

Note, that it cannot have the same reporting date as the Initial or Intermediate reports.
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Note that you cannot have multiple reports for the same reporting date.

Entities must use the reporting template provided on the Central Bank of
Ireland’s website. The structure and formatting of the template must not be
altered.

To create a new instance for the report, click on ‘Add Return’.

CBI0O0050001 International Small Companies Equity Fund
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Enter the Reporting Date and Submission Due Date in the same manner as for the
Initial and Intermediate reports.

In the Reporting Date field, add the relevant date of the Final report for. As mentioned
above, you cannot have multiple reports for the same reporting date. The Final report
must be a different reporting date to that of the reporting date for the Initial report and
Intermediate reports.

In the Submission Due Date field, add any future date. This will not have any impact
on the reporting, but it is a feature of the Portal system that a due date is entered.

Our advice is to put in a date that the incident is likely to be rectified, i.e. a date that is
a few weeks ahead.

Click on ‘Add’. This will create the instance for the reporting date you entered. Go
back to the Reports screen to see it is now added.

5.2 Upload Final incident report

Click in to the newly created instance under Reporting Date:
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Click into the Incident Report to add the file for the Final Report

The Load Incident Report File screen will appear. Under the Report type, select ‘Final
Report’:

1S na reann
of Ireland

CBI00050001 International Small Companies Equity Fund

Home » Return Types

Institution Details

Major operational or security incident report Returns »  06-Sep-2023 »  Incident Report »  Add Section File

My Institution Profile section file upload

Load Incident Report File

Pending Actions :
On this page, you can load a
file containing Incident Report

Fitness and Probity data
Report Type: [<<report type>> v

Messages <<report type>>
Incident Number Initial report

Request Change Intermediate report
= Last Intermediate report

Portal Administration

Returns Select a file and click 'Upload' | Choose File | No file chosen
to upload it to the server

View / Edit Returns

The file name must take one of the following format(s):

Minimum Reserve Deposit

beruramamns An excel document format (xisx) document named CCCCCCC_YYYYMMDD_PSDINC where CCCCCCC is your
institution Code, YYYYMMDD is the reporting date.
Hep O OR
An excel document format (.xis) document named CCCCCCC_YYYYMMDD_PSDINC where CCCCCCC is your %-ZJI:'??‘L:::MI or Security.

institution Code, YYYYMMDD is the reporfing date_ Submit a Request

Please note the following:

1) The file must be named according to the naming convention above before being uploaded.
2) The file name is case sensitive.

Under the Incident Number field, the drop down list will contain a record of previously
raised incidents. The incident number that was created for the Initial report should be
listed. For example, the initial incident report outlined earlier is incident number 4
(C50001_PSDINC_4).

Select this number from the dropdown list.
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Once the correct Report Type and Incident Number have been selected, press the

‘Choose File’ button to locate the relevant Excel file and choose the ‘Open’ option at
the bottom of the screen.

Remember to use the correct naming convention as outlined in section 3.2 above.

Once the file is attached, click on ‘Upload’. The following screen appears.

ais na hEireann
o k of Ireland

CBI0O0050001 International Small Companies Equity Fund

Home » Return Types

Institution Details

Major operational or security incident report Retuns »  06-Sep-2023 - C50001_PSDINC 4 | Incident Report p  SectionFiles

My Institution Profile View Section Files

‘Incident Report’ Files

This page shows all the ‘Major

Pending Actions [Fie [ Documentidentinier Lest Updated By | Lest Updated L] operational or security incident

report Files that your institution has

|c5mn1jsnmc} | Sarah Brophy | ?féi‘:l;'m” ‘j‘ ® ‘ uploaded for the Incident Report

o

Fitness and Probity |

Messages

When the file has been submitted and accepted, go back to the ‘Returns’ screen.

The status of the file should now be ‘Valid’. When the status is ‘Valid’, the process of
Finalising the return can commence.
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entral Bank of Ireland Q

CBI00050001 International Small Companies Equity Fund

Home: Home > Return Types

Institution Details Major operational or Security incident report. Returms
[View / Edit Retums]
Major operational or security incident report Returns

06-Sep-
=

operational or seeurily incident
1

My Institution Profile Retums

Fitness and Probity 07-Sep-2023 Blank 05-0ck2023 | Sarah Brophy | 2023 3|5 x|z report retums entered by your
o‘;;ﬂ institution.
e e et |1 valid Finalreport | 04-0ct2023 | Sarah Brophy | 2023 -] 3|5 |x
ssages (16:41)
T p— [ There are outstanding retums
G 1 valid niemediate | 4 0cl2023 | Sarah Brophy | 2023 ] EREAR S which need to be completed
=@ Eeot PeomE et (1636) and submitted to the Central
06.Sep-2003 - EICIES Bank
Portal Administration (ELIET, Do)
18:May-2020 - AR AR If you need to make a change
RS 0001 PSDING 2 10 @ previously submitted
R 18-Mar-2020 - retum, contact the Central
€50001 PSDINC 2 J y x Bank to get the retum
View/ Edit Returns S o s unlocked
S eebinG o 1 Finalised | Inialreport | 377" Glenn Roche %o‘zgsy -] 3|5 %X
Minimum Reserve Deposit T

The next stepis to finalise the report. Please refer to section 3.3 above for information
on how to finalise.

Once finalised, the next step is to Sign-off the report. Please refer to section 3.4 above
for information on how to Sign-off.
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